
CTIA-7 - COMPTIA SECURITY+
Categoria: CompTIA

 
INFORMAZIONI SUL CORSO

 

 

 
OBIETTIVI

 
The CompTIA Security+ course teaches the knowledge and skills required to understand to assess the security
posture of an enterprise environment and recommend and implement appropriate security solutions; monitor and
secure hybrid environments, including cloud, mobile, and IoT; operate with an awareness of applicable regulations
and policies, including principles of governance, risk, and compliance; identify, analyze, and respond to security
events and incidents.

 
PREREQUISITI

 
Aver frequentato i corsi CompTIA A+ e Network+ o avere conoscenze equivalenti

 
CONTENUTI

 
Lesson 1: Summarize Fundamental Security Concepts
Lesson 2: Compare Threat Types
Lesson 3: Explain Cryptographic Solutions
Lesson 4: Implement Identity and Access Management
Lesson 5: Secure Enterprise Network Architecture
Lesson 6: Secure Cloud Network Architecture
Lesson 7: Explain Resiliency and Site Security Concepts
Lesson 8: Explain Vulnerability Management
Lesson 9: Evaluate Network Security Capabilities
Lesson 10: Assess Endpoint Security Capabilities
Lesson 11: Enhance Application Security Capabilities
Lesson 12: Explain Incident Response and Monitoring Concepts
Lesson 13: Analyze Indicators of Malicious Activity
Lesson 14: Summarize Security Governance Concepts
Lesson 15: Explain Risk Management Processes
Lesson 16: Summarize Data Protection and Compliance Concepts

 
INFO

 
Esame: SY0-701 - CompTIA Security+

Durata:

5 Giorni

Categoria:

CompTIA

Qualifica Istruttore:

Docente Senior (min.

5 anni)

Dedicato a:

Professionista IT

Produttore:

CompTIA
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Materiale didattico: Materiale didattico in formato digitale

Costo materiale didattico: incluso nel prezzo del corso a Calendario

Natura del corso: Operativo (previsti lab su PC)
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